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Keywords: Fault Tolerance, Self-Stabilization, Verification, ified set of legal states after a finite period of time. Addi-
Hybrid Systems, Lyapunov Theory, Poineaviaps tionally, the set of legal states must be closed under normal
system execution, meaning that the algorithm does not vol-
untarily switch to any illegal state. The definition of legal
and illegal states depends on the particular applicati@n-G
erally, all legal states are specified (e.g., by a state pase)i

A distributed system can be perceived as an environmenand illegal states are defined to be those states which are not
consisting of multiple potentially heterogeneous compute legal states. This statement seems to be trivial and unimpor
that are interconnected by a communication infrastructuretant but it embodies the entire potential of self-stabiligal-
The various processes of a distributed application runiming gorithms: if the algorithm is guaranteed to reach a legaésta
this environment exchange information by using this com-from anystate then it is able to toleraéaykind of fault that
munication infrastructure, e.g., by sending messagesdo ea perturbs the system state (i.e., any kind of transient Jfault
other. Since distributed applications often consist ofrgda  The resulting algorithms are capable of tolerating fault-sc
number of interacting processes their overall successfdf  narios which were unforeseeable at design time. Unfortu-
tioning is highly vulnerable to malfunctioning components nately, proving self-stabilization of an algorithm is a qam
Possible reasons for malfunctioning are, for example, com<ated task [7]. Consequently, research concentrates on find
puter failures, process failures, memory failures, comimun ing more adequate verification techniques.
cation failures, and network partitions. If the distribditp- The self-stabilization property of a distributed algomitlas
plication is safety-critical then it must be designed in a de described above exhibits interesting analogies to cerntain
pendable manner able to withstand as many failure scenarid#ons of stability of feedback control systems as used in var
as possible. ious engineering domains, like electrical and mechanical e

A suitable concept for constructing dependable distrithute gineering. Informally, a feedback control system is asymp-
applications igault tolerance A fault tolerant distributed ap- totically stable, if it converges towards a special equilib
plication is able to contain faults (possibly caused byuf@$  rium state. Contrary to the self-stabilization researandin,
of some lower-level components). If the distributed applic which is a rather new area of research in computer science,
tion is able to fully “cover” the appearance of some class andcontrol theory in the engineering domain has a century-old
number of faults to a higher level, for example, the end-usetbackground and offers a well-understood theoretical faund
of the application, then this is referred toraasking faulttol-  tion with powerful criteria for reasoning about the stalitf
erance! If — on the contrary — the higher level can perceive feedback control systems.
an erroneous behavior of the distributed application fonso  The aim of this paper is to narrow the gap between self-
time followed by correct behavior theton-masking faulttol-  stabilization and control theory by adopting and extending
eranceis obtained. Masking fault tolerance is, for example, criteria originally used for deciding on the stability ofefd
realized by replication techniques [5] whereas non-magkin back control systems for proving self-stabilization of-dis
fault tolerance is achieved by stabilization techniques. tributed algorithms. In previous work [13, 14], we were con-
A stabilization technique for building very dependable-dis cerned with modeling distributed algorithms in termdin$
tributed algorithm (implemented by a distributed appima)  ear feedback control systems followed by verifying the self-
is self-stabilization[2]. Informally, a (distributed) algorithm  stabilization property via an analysis oft@nsfer function
exhibits the self-stabilization property, if — startingfn an  [8]. This approach has been extended for certain classes of
illegal state — the algorithm is guaranteed to return to &spe “non-linear” algorithms [12, 11, 10], namely those thaouall
modeling in terms of variable structure non-linear feedtbac
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(GRK 1076/1, www.trustsoft.org). gence together with a closedness argument proves asymptoti
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1 Introduction




stability.

a vectorX, as its local variable. In every clock cycle, the

In this paper, we extend the class of distributed algorithmsvalue of X, is calculated using its value at the beginning of
whose self-stabilization property can be verified from so-the cycle ifresetsc is false. OtherwiséX, is found using

called silent to certain non-silentalgorithms.
silent algorithms self-stabilizes to a single legal staté -
mains in it in the absence of faults, a non-silent algorithm

converges to a closed set of legal states with more than Data: communication variable:Xs;, LXis

Whereas a the value sent by the proceBs.

Data: local variable:Xc, : vector

. vector

one legal state and subsequently “transits between these le Data: communication variableresets; : boolean
gal states.” In this paper, we present an approach based on begin

Lyapunov theonf9] and Poinca® maps[4] to verify self-
stabilization with respect to a closed set of legal statesrevh

clock A —resets; — LXis := Xg
clock A resets; — LXis := XC;

= gi1 (XC1)
= gio(LXsi)

— in the absence of faults — the legal states are adopted in a end

cyclic manner (i.e., they form aarbit). We call those feed-
back control systemesrbitally stable In the context of self-
stabilizing distributed algorithms, we call thearbitally self-
stabilizing Clearly, orbitally self-stabilizing algorithms are
non-silent. Non-silent algorithms are very common in dis-
tributed computing. Network or control protocols, for ex-
ample, represent non-silent distributed algorithms. Tae b
sic idea of our approach is to model orbitally self-staiilig
distributed algorithms in terms of hybrid systems and sub-
sequently apply the Lyapunov theory and Pancaie map
technique on them. Through Poinéamaps and Lyapunov
functions convergence towards a closed set of legal stades t
form an orbit are proven.

The paper is structured as follows: In the next section, we
give the model of computation assumed for self-stabilizing
distributed algorithms together with a template of thelafs
distributed algorithms we cope with in the scope of this pa-
per. Additionally, we introduce hybrid systems, the Poréca
approach as well as Lyapunov functions. In Section 3, we
present a non-silent example algorithm and verify its atbit
self-stabilization property using the techniques of Secfl.
Finally, Section 4 concludes the paper.

2 Proof Methods for Orbital Stability

Generic Algorithm and Computation Model We give an
outline of the generic distributed algorithm whose conver-

Figure 1. Skeleton of the
Po,,0<i<n-—1

slave process

Data: local variable:xXg[N] : vector array
Data: local variable:next : integer
Data: communication variable:Xsc[N] : vector array
Data: communication variable:Xcs[N] : vector array
Data: communication variableresetsc[N] : boolean
N Cc{o0,...,n" =1}
Begin
clocknC; — vie/\/’XR[i] =f; (XR[i], LXcs [i], i)
LXsc[next] := h1(Xr[next], LXcs[next])
(IEN A (i£next)) Fesetsc[i] = false
resetsc [next] := true
next := (next + 1)%n’

H clock A Cy, — Vien Xr [I] = (XR[i], LXcs [I]7 I)
LXsc[next] := hm(Xr[next], LXcs[next])
Ve A (isnext)) resetsc[i] := false
resetsc [next] := true
next := (next + 1)%n’
H clock A (next ¢ N) — VieNXR[i] = fs(XR[I])
Vienresetsc[i] := false
next := (next + 1)%n’
End

Figure 2. Skeleton of the master process  Ps

gence property can be verified using the method presented in

this paper. Our model consists of a master proégsandn  Hybrid Systems Hybrid systems are feedback control sys-
slave processeBc,. All the processes have unique ids. The tems that contain various modes of operation. Each mode
communication takes place between the master process arghibits a possibly different dynamics. While they were orig
the slave processes via shared memory registers. The procegally introduced for the continuous time domain, thereehav
bodieg are represented as a collectiorgofirded commands  peen adaptations of the concept for discrete time as well.
[1] (see figures 1 and 2). We assume that allsthe 1 pro-  Discrete-time hybrid systems are usually specified in the fo
cesses have their clocks synchronized and the execution q:(f)wing form:=3
the algorithm proceeds in synchronous rounds. In each clock

cycle, every process evaluates its guards and executes-the a

tive guarded command. The master procBsshas a set of

vectors X i and an integenext as its local variables X p The variablem represents a mode of operation andhe
uses the sel/ as its index set and the integeszt isused to  giate of the system. The functiorfs, and g,, govern the
index throughX . The conditions in the guarded commands gynamics and the mode switches respectively. Therefore,
of the process’s, C (1 < k < m), partition its state space. tney actually consists only of discrete jumps — a discriste-t
The boolean communication variablesetsc indicates that  hyhrig system is nothing but a transition system. However,
the slave procesBg, should read the value sentBy inthe  gue to the similarity to the continuous-time case, one can

next round. If the indexing variableex¢ does not belong to  pasjcally employ the same control theoretic methods to
the index setV" then the proces$s does not communicate analyze them.

with any of the slave processes. Every slave pro¢gssas

z(k+1) =
m(k+1) = gm(z,k)

fm(z, k) ()

2% is used to represent the modulo operator 32 (k+1) will be shortened ta+ andm(k-+1) tom™ in the following.



Conveyot belt Trolley C

Modeling A distributed algorithm of this type can be mod-
elled as a discrete-time hybrid system in a straightforward
manner. One mode: = (k, j) corresponds to one gua€d, N—F 7

and one value ahext, i.e. the hybrid system will be in mode 5
m if and only if C} is active andnext = j. The dynam-

ics for each mode can be derived directly from the processes,
taking into account only the commands guarded by that par-
ticular Cy,. The communication variabldsX ¢ g[i] andL X

need not to be modeled — they are equakig, at any time.
Furthermore L X s; is always equal td. Xsc[i]. ForN =

{i1, .. yintWithVp: 1 <p <n:i, <ipr1,next =1i1,Cq
active,(i; —1)%n’ = i,,, one obtains these dynamics:

Power plant

Figure 3. Schematic representing power plant
and conveyor-trolley system

XR[Z}L h (XR[Z,l]’XC”’“) same point), then this proves the self-stabilization priype
LXscli] hi(Xr[ia], Xc,,) This leaves us with proving convergence to a point now, this
X¢, g9i1(Xey,) point being the intersection between the hyperplane and the
XR[z'gﬁ f1(Xrl[i2], Xc,, , i2) limit cycle candidate. Therefore, we can employ Lyapunov
LXsclia]™ LXscliz] methods.
+ .
X&,, | = | 921(Xes,) (2)  Lyapunov Functions To show asymptotic stability of the
: : P_oincaé map, Lyapunov functions [6] can be used.. For
Xnlin]* Fu(XRlin], X, 1 in) %ﬁg\r/s;e—tme systems, Lyapunov functions can be defined as
LXsclin] LXsclin] A function V() is a common Lyapunov function of the hy-
Xé,. Gin—12(Lsclina]) brid system given by Eq. (1) with respectiavith f,,(z) =
nextt i1 +1 z for all m, if and only if
In case(i;—1)%n’ ¢ N, the second last line must be changed V(z) =0andV(z) > 0forallz # z (3)
to X7 = gi,1(Xc,, ) asthere was no writing th X sc[i,] V(fm(x)) < V(z) forall x # z and for allm  (4)

during the previous clock cycle. Other cases are derivel ana
ogously, directly transferring the guarded commands it t
vector form.

If such a function exists then this system is asymptotically
stable inz; that is all trajectories converge towargs
Therefore, finding such a function for every Poirecanap

Poincaré Maps To verify stability of limit cycles of dy- concludes the proof, as convergence can only take a finite
namic systems, the notion Bbincae mapg4] can be used. number of steps, when using integer variables.

The idea is to only consider the points of a trajectory where i

intersects an explicitly chosen hyperplane in the stateespa 3 Example Algorithm

If the system dynamics are time-invariant, continuous and

unique for every initial state:(0) and if there exists an in- Physical Model We present a distributed algorithm which
finite number of intersection points of the trajectory and th is used to show the functioning of the verification technique
hyperplane, then stability analysis can be limited to these presented in this paper. This algorithm is@n-silentdis-
tersection points. If, for all arbitrary trajectories, tindinite tributed algorithm. The non-silent algorithms are a class o
sequence of intersection point$t) converges to the same distributed algorithms where the contents of local and com-
statez then the system possesses a stable limit cycle. Furmunication registers change continuously over the execu-
thermore, this limit cycle is given by the trajectory stagti  tion period [3]. Later in this section we will also explain
with 2(0) = Z. This trajectory will always form a closed or- that the example algorithm exhibits a certain cyclic behav-
bit,i.e. 37 > 0: z(t) = (T + ¢). ior. The example algorithm roughly models the operation of
We will adapt the notion of Poincarmaps for the class of the conveyor-trolley systems used to transport coal angroth
discrete-time systems given above, with a periocdh'oind  raw materials in power plants.

hyperplanes given byext = j,j € {1,...,n'}. For each We assume that the conveyor belt is circular (See Fig. 3)
P¢,, a separate Poindamap can be used, as the variablesand that the conveyor-trolley system consists of a finite-num
corresponding to different slave processes are indepénflen ber of trolleys. The power plant is assumed to be controlled
one another. For every sudf,, the Poinca& map encom- by a robot that synchronizes the arrival of the trolleys with
passing the behavior over one period can then be brought intthe power-plant operations. In a run free from any malfunc-
the formz* = fp(z), wherez contains all variables con- tion, the arrival of a trolley will be at the instant when the
nected to procesB-, andz™ denotes the value of exactly ~ power-plant needs its contents. But events such as fluctua-
one period later. The functioffir can be obtained through tions in speed of the wheels of the conveyor belt or delay in
n-times composition of the dynamics from the previous sec-consumption of raw material in the power-plant can lead to
tion. If asymptotic stability of all these PoinGamaps is  situations where the power-plant and the arrival of the- trol
shown (i.e. for each map, each trajectory converges to théeys are “out of synch.” In order to avoid such situations,



the robot has to be equipped with fault-tolerance. The robots, the number of trolleysin the system:an’ isn + 1 if n is
should maintain the synchronism between the arrival and th@n even number else it is equalsno In each cycle, the pro-
consumption in absence of any faults. It would also be highlycessPs compares the local state of the trolley proc€ss —
desirable if the robot again synchronizes the arrival dfgys indexed by the variableext — with Xg[next] and if both
with consumption, within a finite number of arrivals, afteet  the values are equal to zero, implying the guard containing
malfunctioning has occurred. These properties are anafgo condl is active, thenPg increments all the elements of the
to self-stabilizatiorof the distributed algorithms [2]. We will  array X modulon’. If X1 __, and Xgr[next] are not equal
next present a self-stabilizing algorithm for the systempr to zero then either the guard witlond3 or one withcond4
sented here. becomes active and the procdds increments the lower of
Algorithm Modeling the Physical System The distributed ~ th€ two values and decrements the higher value by 1 (modulo
system, mirroring the system presented in the section 3, corf*)- Process’c;, in every cycle, incrementXz, by 1 mod-
sists ofn + 1 processes. There areprocessesPc,, repre- ulo »' if there is no reset signal from proceBs. Otherwise

sening the tolleys inthe system, The + 1)" processps, e Al e S0 bt BT G b be rep-
represents the controller robot of the power-plant. 9 y y P

; : resented as a vector whose elements are the local states of th
The algorithms implemented by the processes and individual processes. The elements of the arkgy are the
expected values aKr,. During a fault-free execution, the
trolley local variables and corresponding elements of the a
ray X i follow the same sequence of integers. The robot tries
to overcome a mismatch by adjusting the corresponding vari-

Data: local variable:Xg[0..n — 1], next : integer

Data: communication variable:Xrg[0..n — 1] : integer
Data: communication variable:Xgr[0..n — 1] : integer
Data: communication variablereset zr[0..n — 1] : boolean

const: n :=(n+1)ifn%2=0 elsen
condl = Xg[next] = LXtr[next] =0
cond2 = (next =n’ — 1) A (%2 # 0)

cond3 = —condl A —cond2 A (Xg[next] > LXtr[next])
cond4 = —condl A —cond2 A (Xg[next] < LXtr[next])

Begin
clock A (condl V cond2) —

next := (next + 1)%n’
Vo§i<nXR[i] = (XR[i] + 1)%!‘1/
V(0§i<n)/\(;¢next)resetRT[i} := false
resetrr [next] := true
LXgrr[next] := (LXtr[next] + 1)%n’

[ clock A cond3 —
Xrg[next] := (Xgr[next] — 1)%n’
LXgrr[next] := (LXgrt[next] + 1)%n’

Y(0<i<mA(iznet) XR[i] := (Xr[i] +1)%n’

ables. The number of rounds required to synchronize the trol
ley with the power plant depends on the degree of mismatch
between respective local variables. The robot also makes su
that once the synchrony has been established, it is not dis-
turbed voluntarily. Trolley failures are independent otlea
other and caused by the corruption of local variables. The
following theorem summarizes the self-stabilizing bebavi

of the algorithm formally.

Theorem 1l LetX = [Xg,X7,,...,X7 |7 be the vector
representing the state of the system whEig is the integer
array encoding the local state of the proce3s. X, is the
integer representing the state of the procéss. Let X, (k)
and X y[é](k) be the values o, and Xy[i], respectively,
at the beginning of cyclé and letn’ be the successor afif

n is even andh if n is odd wheren is the number of trolley
processes. Then, the algorithm is self-stabilizing witdpezt
to a state predicated where A = {X | (Xg[i|(k) =
X1, (k) N (Xg[i](k) = (i+k—1)%n")}. O

Modeling the Example as a Hybrid System Using the
transformation technique presented in section 2, we olatain
hybrid system with one mode per guard and possible value

resetrr|[next] := true
V(O§i<n)/\(i¢next) resetRT[i} := false
next := (next + 1)%n’
| clock A cond4 —
Xr[next] := (Xr[next] + 1)%n’
LXgr[next] := (LXgt[next] — 1)%n’
Y o<i<na(istnexty Xri] 1= (Xrl[i] + 1)%n’

t t] =t "
Qese ,RT[ne_X ] e — fal of next. For example, fomext = 0, the first guard and an
(0<i<n)A(iz£next) resetRT[l] ;= false . . .
o / oddn we obtain the following mode dynamics.
next := (next + 1)%n
End
_ r Xg[0]T T [ (Xr[0]+ 1)%n' ]
Figure 4. Process Ps LXgr[0]* LX rr[0]
Data: local variable:xr, : integer X7 (X1, +1)%n/
Data: communication variablel Xg; : integer XR[l]J2 (Xr[1] +1)%n
Data: communication variable.Xir : integer LXgr[1]* LXpr(l]
Data: communication variableresetr; : boolean X+ (X, + 1)%n’
Begin Ty = Ty 0 (5)

clock A —resetgi — LXig 1= XT; 1= (XT; + 1)%!1/
[ clock Aresetri — LXig := x1, := (LXgi + 1)%n’

Xnln —1]*

End (Xgr[n —1]+1)%n/
LXrr[n—1]" LXpr[n — 1]
i X7, (LXgrrn— 1]+ 1)%n’
Figure 5. Process P, T RT 0
9 i neact+1 (next + 1)%n’

the process’s are shown in Figures 4 and 5. The controller 3 - B
processP’s maintains an integer array of sizeand an inte- 40ne can think ofn’)*" trolley as a “phantom” trolley which does noth-
gernext as its local variables. The numbet depends on ing.




Note that processPc, , does its assignment for 4 Conclusion

resetr, , = true whennext = 0. This is due to the e have described a class of distributed algorithms which

one-step communication delay. shows a certain cyclic behavior. For this class, we have de-
) ; ) L, tailed a method for proving self-stabilization with resptc

Poincare Maps for each Trolley To obtain the Poinc&  an orbit of states. This is done using the control theoretic

maps for each trolley, we need to calculate the dynamicsotions of Poinca maps and Lyapunov functions.

of all variables involving the trolley over one period of

clock cycles. If we take care that the cutting plane is chose

such that communication is always completed within one cyEheferences

cle, the communication variables become redundant for the
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